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million records
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Database: Unprotected Elasticsearch instance
Country: USA
Type of data exposed: address, phone, email, company details, IP address
Number of records: 114,686,118
Estimated number of people affected: 82,851,841
Found on: Nov 14, 2018
Reported on: Nov 27, 2018
Company/organization responded: No
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CONTACT US
To learn on how you can minimize the risks of your data becoming exposed.

You should always be aware of where your personal data is being stored and respond 
appropriately to any notifications of a data breach. If you still don’t have a 
vulnerability disclosure policy on your website, you can learn more about it in 
one of our previous blog posts. Also, it is also recommended to follow these 
simple cyber hygiene rules and to make sure you’re generally protected:

try to constantly update your passwords to online accounts (such as email)
try not to use the same password for multiple accounts
we also recommend to create and use a separate email alias for any marketing 
sales or promotion deals and to limit public sharing of your personal details
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